ABSTRACT
INTRODUCTION
By reviewing various articles on group key exchange protocol, it is found that not all of them achieve all security requirement and efficiency simultaneously. Group key exchange protocol is an important cryptographic technique in public network where the entities can share secure information may be human-memorable password with a trusted server and establish a session key [6] . The advantages of the proposed protocol are that it does not require any server's public key in the establishment of session key. This is resistant against off-line dictionary attack and man-in middle attack.
The ability to compute security functions with limited computing resources has become increasingly precious. In mobile devices such as smart card , PDA and multimedia cell phones, the processing resources, memory and power are all very constraints, but these need for secure transmission of information may increase due to the vulnerability to attackers of the publicly accessible wireless transmission channel [1] [10] . New smaller and faster probabilistic polynomial solvable security algorithms provide part of the solution. Elliptic curve cryptography (ECC) provides the require security for all these low processor devices in much smaller key lengths as compared to the other public key or symmetric key cryptosystem.
BACKGROUNDS
This section gives the preliminary ideas about Finite filed and Elliptic Curve over finite field, Elliptic Curve Discrete Logarithm Problem, Elliptic Curve Diffie-Hellman (ECDH) and group key agreement.
The finite field P F
Let p be a prime number. 
Elliptic Curve Discrete Logarithm Problem (ECDLP)
Given an elliptic curve E defined over a finite field
of order n, and a point ) (P Q ∈ , find the integer
Key exchange
It is a protocols consists of polynomial time algorithms involved between allow two parties to establish a secret shared secret session key. The session key can used for further encryption of a long message. The first protocol was proposed by Diffie-Hellman. Whose security is based on the difficulty of Diffie-Hellman Problem. Elliptic curve Diffie-Hellman key exchange protocol is on Elliptic curve and its security is based on Elliptic Curve Diffie-Hellman Problem (ECDHP).
Elliptic Curve Diffie-Helman
Elliptic curve Diffie-Helman protocol (ECDH) is one of the key exchange protocols used to establishes a shared key between two parties. ECDH protocol is based on the additive elliptic curve group. ECDH begin by selecting the underlying field
, the curve E with parameters b a, and the base point P . The order of the base point P is equal to n . The standards often suggest that we select an elliptic curve with prime order and therefore any element of the group would be selected and their order will be the prime number n [5] [6] . At the end of the protocol, the communicating parties end up with the same value K which is a point on the curve.
Group Key Agreement Protocol
In dynamic scenario, entities' may join or leave a multicast group at any given time. As a result of the increased popularity of multi-party or group key agreement protocol. In the article Ingemerson et al. [13] , Burmester and Desmedt [10] , Steiner et al. [12] and Becker and Willie [11] . The two party and three party key exchange is converted to multi party protocol under passive (eavesdropping) adversary, These three provide rigorous proofs of security. In a dynamic group, a group key agreement scheme must ensure that the session key is updated upon every participants change so that subsequent communication sessions are protected from leaving members and previous communication sessions are protected from joining members [6] .
Proposed Protocol
The protocol participants consist of a single authenticated server S and multi clients The proposed protocol computes the following steps.
• • Step-V:
With 
C abort the protocol.
Verification of Correctness of the protocol
The proof of correctness of the proposed protocol can be verified for each client 
Security discussions
Theorem-1: It is computationally infeasible to verify the correctness of password guess.
Proof: In step -IV , One way collisions resistant hash function G is collision resistant is executed and u s, and t are all random numbers, so the protocol does not leak any information that allow the adversary to verify the correctness of password guesses.
Theorem-2: The protocol is resistant against off-line password guessing attacks.
Proof: If the attacker intends to tract out the password, he has to has to solve Elliptic Curve Discrete Logarithm problem (ECDLP) in step-I which is computationally infeasible takes fully exponential time. Therefore it is resistant against off-line password guessing attacks. This have been proved in [10] [11] . So that the password will not be leaked.
Computational Cost
For each steps of computation of the protocol, the execution time we can calculate. Let the execution time takes for scalar multiplication, XOR operation and inverse operation are denoted 
Conclusion
In this research a secure multi-party key exchange protocol has been proposed. The security of the proposed protocol is based on computational infeasibility of solving ECDLP. This is secure against off-line password guessing attack and also secure against off-line dictionary attack. The adversary cannot tract out the secure information that need to verify the correctness of password guesses. The proposed protocol can be implementing on low processor devices such as smart card, PDA etc. The computational cost is also low, since in all steps of the protocol scalar multiplication and XOR operation have to be executed. As compare to the other public key cryptosystems such as RSA and DSA which based on Integer factorization and simple discrete logarithm problems that take sub-exponential time. Whereas the best algorithm known for solving the ECDLP takes fully exponential time. As compare to the other cryptosystem like RSA and DSA , ECC offers security equivalent to these using far smaller key sizes. Due to this achieves higher-strength per-bit include higher speeds, lower power consumption, bandwidth savings and space complexity. So it can be implemented on low processor mobile devices.
